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Introduction

1.1 Overview

The Web Certificate offering includes the entire suite of GeoTrust WebTrust
Security products. This includes Rapid SSL, QuickSSL, and QuickSSL
Premium certificates. All products are available through a provisioning
system that allows you to sell and manage your digital certificates effectively.

1.2 Original coupon system

This offering replaces the old system for purchasing certificates and
eliminates the need for coupons. The original coupon system was
deprecated on August 18, 2003. You can no longer use the old system to
purchase coupon codes or redeem them.

1.3 About this document

This guide provides information to help you purchase and manage digital
certificates to best serve your customers' needs.

1.4 Audience

The target audiences for this document are ResellOne.net resellers that want
to offer digital security products to their customers.

1.5 Terms and definitions

Digital Certificate

A digital certificate is an electronic "credit card” that establishes your
credentials when doing business or other transactions on the Web. A
certification authority (CA) issues the certificate. It contains your name, a
serial number, expiration dates, a copy of the certificate holder's public key
(used for encrypting messages and digital signatures), and the digital
signature of the certificate-issuing authority so that a recipient can verify
that the certificate is real. Digital certificates can be kept in registries so that
authenticating users can look up other users' public keys.

SSL — Secure Socket Layer

The SSL protocol is the web standard for encrypting communications
between users and web sites. Data sent via an SSL connection is protected
by encryption, a mechanism that prevents eavesdropping and tampering with
any transmitted data. SSL provides businesses and consumers with the
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confidence that private data sent to a web site, such as credit card numbers,
are kept confidential. Web server certificates are required to initialize an SSL
session.

Rapid SSL (Digital Certificate)

A digital certificate for web servers, which is quickly generated from the time
of order. Information entered into a user's browser can be transmitted
securely to your customer's site. It can be registered from one to three
years. It uses 128-bit SSL encryption. Intended for sites conducting low
volume commerce.

QuickSSL (Digital Certificate)

A digital certificate for web servers, which is quickly generated from the time
of order. This certificate authenticates the domain and not the organization.
It uses 128-bit SSL encryption.

QuickSSL Premium (Digital Certificate)

A digital certificate for web servers, which includes a security site seal with a
dynamic date and time stamp. It is quickly generated from the time of
order. This certificate authenticates the domain and not the organization.
Uses 128-bit SSL encryption.

CSR — Certificate Signing Request

A Certificate Signing Request is a text file generated by a Web server, which
contains the following:

= Information about your organization (organization name, country, etc.).

= Your Web or WAP Server's public key GeoTrust will use the Certificate Signing
Request to generate your signed digital certificate.

RWI1 2 — Resellone.net Web Interface (RWI)

This is the web interface used to access the ResellOne.net Provisioning
System (RPS).

API — Application Programming Interface

APl is a language and message format used by an application program to
communicate with the operating system.

Primary Contact

The Primary Contact is the first contact created for a user, and the user’s
username and password are sent to the Primary Contact. To change the
Primary Contact, see 5.2 Updating your contact information.
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1 Purchasing Concepts

2.1 RWI 2 services

The RWI 2 (Resellone.net Web Interface (RWI) provisions the Digital
Certificates, WSB and DNS services. It does not provision domains; domains
are provisioned using the RWI.

The RWI 2, and subsequently the steps involved in purchasing RWI 2
services, differ considerably from the process of purchasing domains.

Before using the RWI 2, there are four concepts with which you should
become familiar: RWI 2 User, Orders, Order Items, and Services Sold.

2.2 RWI 2 user

All transactions and order management activities for services in the RWI 2
(e.g. WSB, Digital Certificates, Managed DNS) are centered on a user. This
user profile is not the same as your Reseller account information; it is
required in addition to your Reseller account, and is specified after you have
logged-in to the RWI 2.

System structure for provisioning domains (RWI 2) vs.
provisioning of RWI 2 services (e.g. Email, DNS, etc.)

The system for provisioning domains can be understood as being organized
according to each domain. In order to manage a domain, you must search
for the domain using its domain name and supply the username and
password for managing that domain.

RWI1 2: Provisioning system for RWI1 2: Provisioning system for WSB,
Domains Managed DNS, and Digital
Certificates

Profile with a single domain _ R :
Service 1 | | Service 2 Service 3

. (Digital Certs (DNS for (Email Defense
doma[n‘l .com domain2.com) | | domain2.com) domain2.com)
L Username Primary Contact |
Al Ri
& password Sl (R |
ser [ o
(customer  f— Tele' gi:;a o
Al Rice) - |
Or [ Bllling-CUnlac:t [
. 1 (PamRice) |
Profile with multiple domains
Reseller
doma|n200m { Primary Contact .
‘ (Josh Quinn)
Username RWI2Usei2 |/ ["Jecn. Contact |
H (customer [—— N
domain3.com & password May Nall) | (May Nall) |
Billing Contact |
N (Josh Quinn)
domain4.com : —
| Service 1 Service 2 " Service 3
(Digital Certs (Email for (Email Defense

test50.com) || test50.com) | test50.com
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The provisioning of the WSB, Digital Certificates, and Managed DNS services
is completely separate from the provisioning of domain registrations and
management. As such, information regarding the products that you have
purchased is not shared between the two systems. One of ResellOne.net
goals is to integrate the two systems.

Organizing your orders and users

Each Reseller account can have any number of RWI 2 users associated with
it. Having multiple RWI 2 users allows you to create one RWI 2 user profile
for each of your customers, simplifying the organizing of customers and
respective orders. Alternatively, you can purchase and manage services on
behalf of all of your customers, and create a single RWI 2 user that you as a
Reseller control. See the options below for a description of how you can
organize your RWI 2 users and their orders.

All orders placed by any of the RWI 2 users associated with your Reseller
account will be billed to your Reseller account.

Important: Regardless of how you choose to organize your customers and
their orders, the username for each RWI 2 user that you create must be
unique. For this reason, some RWI 2 usernames may have already been
taken and are no longer available.

Option 1 — Multiple RWI 2 user profiles are used, one for each customer.

This option simplifies the management of your customers and their orders,
and is useful if you don’t have a customer management system.

Service1 | -{ Service2 | | Service 3 Service 1 | Service 2 | Service 3
(Email for (Digital Certs (DNS for (Digital Certs (DNS for (Email Defense
test.com) for test.com) test.com) domain2.com) domain2.com) domain2.com)

Primary Contact | Primary Contact

(Joe Smith) || (Al Rice)
o e \| RWI 2 Usert RwWi 2 User2 |/ |

Tech. Contact (customer (customer —| Tech. Contact

(LucyKip) | A joe Smith) Al Rice) (Al Rice)
Billing Contact Billing Contact
(Eli Wren) (Pam Rice)
Reseller
Primary Contact | Primary Contact
(Olli Simp) | | (Josh Quinn)
Tech. Contact R 21 oo RWI 2 Userd | Tech. Contact
(Olli Simp) (customer (customer  £— * Vb "Nalli
L Olli Simp) May Nalli) |\ | y
Bil{l{i;I% gpnt?ct ] | ' Billing Contact '
L. i Simp (Josh Quinn)
Service 1 Service2 | | Service3 | Service1 | | Semice2 | Service 3
(DNS for (Email for | (Email Defense (Digital Certs | (Email for (Email Defense
domain5.com) — Domain5.com) [ | Domain5.com tests0.com) || testS0.com) — test50.com
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Benefit: This approach allows you to have a customer-related contact set so
as to keep all customer information together.

Option 2 — One RWI 2 user profile is used to manage all orders for all
customers. Your contact data (Reseller’s) is used for all orders.

Use this option if you have your own customer management system and
would like to make purchases on behalf of all of your customers.

Reseller Primary Contact

(Mike Jones) (Mike Jones)
RWI 2 User One Tech. Contact
(mikejones) Contact set (Mike Jones)

Billing Contact

Service Service Service .
(DNS for (Email for (Email Defense (Mike Jones)
amysmith.com) joeconnor.com) for janem.com)

Disadvantages
= You cannot filter customer information to view details regarding a specific
customer.

= Unlike Option 1, you cannot use this approach to manage your customers (i.e. as
a customer control panel).

RWI 2 user example

The first step of ordering a service requires that you specify the RWI 2 user
upon whom the order will be based. You can do this by either creating a new
RWI 2 user, or choosing an existing user. The image below shows the RWI 2
user selection stage of the purchase process. You need to be logged into the
RWI 2, using your Reseller account, in order to see this page.

Users Orders Services Sold Email Email Defense Digital Certificates DNS Settings Logout

Order Management

« Create New Order For New User | Select Service Category x| _ Create l_ A

s Create Order For Existing User
o Usemane: | |Select Service Category »|  Create | — B
o Find User

o Search Orders

s Search Order Items

« Search Order Items: ISeIect Service Category j Search

A — Use this area to create a new user for your new order.

B — Use this area to base your new order on an existing user. You can either
enter the user’s name or search for that user.

Important: When choosing a password for an RWI 2 user profile, do not use
special characters. Creation of a new user will fail if you attempt to submit
“1I7)4@", or “#” in the password.

Usernames must be 1 — 256 characters; passwords must be 3 — 256.
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2.3 Orders and Order Items

An order is similar to setting up a 'shopping cart' in that it contains individual
products, or order items. Once an order has been created, you can add up to
20 order items to it. Once all the items have been added, you can then

submit the order and send all order items in that order to process all at once

Order Order
QuickSSL 1 Year ltems

QuickSSL Premium 2 Years

2.4 Order Items vs. Services Sold

Once an order item has been processed and fulfilled, it becomes a service
sold. Only order items that have been processed can be found under services
sold.

To further understand the difference between orders and services sold, it is
helpful to think of the difference between a purchase order for a product and
the actual product that was delivered.

Note: These concepts also apply to the search functionality that will be
discussed later in this document.
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2 Accessing and Navigating the RWI 2
for Digital Certificate Management

3.1 Accessing the RWI 2

You can access the Digital Certificate Management System either through the
RWI 2 or using the API.

Access using the API is described outside of this document in the
ResellOne.net TPP API Specification. Access through the RWI 2 is described
here.

In order to begin purchasing digital certificates, ensure that you have:

= Access to the Digital Certificate service URL:
https://resellers2.ResellOne.net.net

= A username and password for your Reseller Login. This is the same as
your current Reseller Login used to access the RWI 2.

1. Open your Web browser and go to the Reseller Login page. The
ResellOne.net Reseller Login page opens.

2. Type your username and password in the Username and Password fields.
Click the Reseller Login button. The User Management page opens.

3.2 Navigating the RWI 2

There are four tabs in the Digital Certificate Management System that you
will find useful in purchasing and managing your digital certificates: Users,
Orders, Services Sold, Digital Certificates, and Settings.

[.Users.| |Drders! |Senri|:es Suld| Email |Digital Cerl:i.ﬁ.cates| DNS |Settings Logout

User Management

« Contacts
o Create New Contact
o Search Contacts

o Users
o Create MNew User
o Search Users

Users tab
Create new, delete existing, or search for contacts and users. From these
contacts or users, you can create orders for services.
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Note: You cannot delete the Primary Contact, or contacts that have orders or
purchases attached to them primary. Additionally, you cannot delete users
that have contacts, orders, or purchases attached to them.

Orders tab

This is where you begin the process of purchasing a digital certificate. If you
already have orders in the system you can search for Orders, Product Items,
or Order Items.

Services Sold tab

Use this tab to search for Services that you’'ve purchased, and to see your
upcoming payments.

Digital Certificates tab
This tab is divided into two sections: Orders and Services Sold.

Orders: All actions under this section pertain only to the certificate Order
itself. To manage your digital certificate orders, there are various View and
Search options. Use the Additional Information link to access information
relevant to the digital certificate process.

Services Sold: All actions under this section pertain only to Services Sold.
In addition to being able to search for issued certificates, there is an area
devoted to Renewal Management and another one for Tools.

Renewal Management provides options for managing digital certificate
renewals by allowing you to:

» View certificates that are expiring and therefore up for renewal.

= Customize end user messages that will inform your customers of
upcoming renewals.

= Renew certificates on behalf of your customers.

The Tools area gives you an option to parse CSRs prior to actually submitting
your order to ensure that all the required information is there and accurate.
This helps to make the processing of the order go more smoothly by
eliminating errors caused by incomplete/inaccurate CSRs.

Note: See 7 Renewing Digital Certificates and 4 Parsing CSRs for more
information regarding Renewal Management and CSR Parsing.

Settings tab

This tab contains various templates for system-generated email messages
that are sent to you when certain actions occur during the certificate order
process. These templates can be both edited and previewed. See

5.1 Configuring Email Message Templates for further details.
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3 Purchasing Digital Certificates

4.1 Contract term and purchase price

Digital Certificates can be purchased for a one, two, or three-year term. At
the end of the term, you can renew the certificate. See 7 Renewing Digital
Certificates.

To see the price chart: click the Digital Certificates tab, and then click Digital
Certificate Price Chart, located in the Additional Information section.

4.2 The purchase process

The following diagram illustrates the steps involved in purchasing QuickSSL
digital certificates.

Figure 2: The purchase process

Business Process State of Certificate Business Rules
User Creates
Qrder
(L )— -
- User Saves Pending
Qrder

User Submits Geotrust In Progress Cancellation
Order Receives Order from Tucows
e & confirms is still possible

. FPayment on
User receives hald in account
confirmation

Certificate s Cancelled Payment rermoved
Cancalfed or §
Dadined Declined from hold

Geotrust
werifies order

. Cancellation
User receives £mad sent SsniLst Completed is not possible
Certificate |~ SN e S omper e -
() (*) Certificate Payment released
from hold, and

taken fram Account

User requests Geotrust
revacation |—— Manual Process —=_ =" Revoked Revocation is only
from Geotrust Revokes Cert N N - pron
permitted within 7

days of issue
/\\—l
- : o Ema¥ vu Al .
Certificate is ] Payment is returned
= Revoked to Account

Note: Renewals undergo a similar process, but are processed faster. See 7
Renewing Digital Certificates.
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1. User creates order

You can place the order on behalf of your customer either through the RWI 2
or the API. The order can then be saved for later processing or submitted
immediately.

ORDER STATE(S):
1. Pending (order was saved)
2. In Progress - (order was submitted immediately)

2. GeoTrust receives and confirms the order

Upon submitting the order, the system sends the information to GeoTrust.
Once it has been received, ResellOne.net then sends via email, a
confirmation of the order to the Admin contact supplied in the order. To
customize this email message, see 5.1 Configuring email message templates.

ORDER STATE(S): In Progress

Note: For QuickSSL, an additional verification email is sent to the above-
mentioned contacts requesting approval from an authorized contact.

3. GeoTrust verifies the order

Once a confirmation has been sent, GeoTrust then takes the information
provided in the order and verifies it. For True Business products, there is
additional verification of the organization that is applying for the certificate.

ORDER STATE(S): In Progress

4. GeoTrust issues the certificate

If the verification passes, GeoTrust then, via email, issues the certificate and
accompanying installation instructions to the contacts specified in the original
order (Admin, Billing and Technical).

ORDER STATE(S): Completed - Money is removed from your
account.

5. Certificate is received
All contacts associated with the order receive a copy, by email, of the
certificate.

ORDER STATE(S): Completed

6. Canceling a certificate

Once the order has been requested it can only be canceled while it is in
progress, it cannot be canceled after it has been completed. The order can
be canceled by:

* Yourself: If you decide that you no longer want the certificate.

= GeoTrust: If they cannot validate the order for whatever reason.

= ResellOne.net: Should you request assistance or if a problem is detected.

ORDER STATE(S): Canceled - Money is taken off of hold.
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6b. Declining a certificate

Once GeoTrust receives the order request, they can decline it for the
following reasons:

= An invalid CSR

= An invalid certificate approver where the approver does not match the domain for
a given CSR.

ORDER STATE(S): Declined - Money is taken off of hold.

7. Refunding a certificate

Once the order has been fulfilled, it can no longer be canceled. Instead you
must contact GeoTrust to have the order canceled. You can contact them
either by email at support@geotrust.com or by phone at 866-436-8787.
Upon refunding your certificate, GeoTrust will confirm by sending both
yourself and your customer an email. Money for the certificate will be
returned through ResellOne.net when the order is placed in the revoked
state.

An order can be refunded by:

= Yourself: If you decide that you no longer want the certificate.

= GeoTrust: If they determine that the certificate was not properly issued
or if the certificate was being misused (installed on more than a single
server without permission).

Warning: You can only request a refund within seven (7) days from the date
of fulfillment.

Note: For more information on the details of GeoTrust's Refund Policy, go to:
https://rrc.ResellOne.net.com/wholesale_services/SecurityAndldentity/refun
dpolicy

ORDER STATE(S): Revoked - Money is returned to your account.

4.3 Event logging

The following event logging will be included on the certificate orders. The
logs are system generated so that you will understand the steps taken to
fulfill the order related to both the system and GeoTrust. All events will be
marked with a time and date stamp and associated error message will be
included in the log where appropriate.

On Order Items (during the purchase process):
= Certificate request has being sent to supplier

» Certificate request has been accepted by supplier
= Supplier rejected the request

» Certificate request was canceled at supplier

» Certificate request was declined by the supplier
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Cert is revoked inventory item event
Approver has approved Order
Approver has rejected the Order
Order was fulfilled (order event)

On Services Sold items (completed status)

Certificate was issued
Order was canceled by supplier (Revocation)

4.4 Purchasing RapidSSL, QuickSSL and QuickSSL

Premium

1. Click the Orders tab.

To create an order for a new user:

Choose Digital Certificate from the Create New Order For New User drop-
down list, then click the create button. The Create User for Order page
opens.

This page is divided into two areas:

Create User for Order

To create a new account, enter a username and password in the
corresponding fields. Confirm the password by re-entering it in the
space provided. Enter a description.

Primary Contact

You must define a primary contact that is associated with the new user

that you have defined above. To do this, complete all of the contact
information and click the continue button to proceed with your order.

Note: Once you create a user profile, all contact information entered for

that user will be associated with that profile. You should create a

separate profile for each of your customers. Additionally, the Primary

Contact will be available to you for all future orders so that you don't
have to re-enter contact information.

To create an order for an existing user:

Type an existing username in the Create Order For Existing User field,
choose Digital Certificate from the drop-down list, and then click the
Create button.

To retrieve the username for a user that you have already
created: click the Find User link. The Please select user page opens.
Enter the search criteria and then click the search Users button to
retrieve that account.

In the New Digital Certificate Order Form page, your blank Order has been
automatically created. This is the first of two forms that you must complete.
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2. To add an Order Item to the Order, choose either RapidSSL, QuickSSL or
QuickSSL Premium from the Service drop-down list.

3. For these specific products, you must also specify a domain name. Type
the name in the bomain field.

4. Click the continue button. The second page of the order form opens. See
Figure 6: Digital Certificates Order Form, QuickSSL.

5. Complete the form. See Table 1: Digital Certificates Order Form elements
for more information about the fields in this form.

6. Once you've completed the form, you can either save your order to
pending by clicking save to Pending, or process your order and all of its
items immediately by clicking Submit Order For Processing.

If you choose Submit Order for Processing, you can skip the remaining
instructions.

Note: You do not need to fill out the CSR or Web Server information if
you want to save your order to pending.

If you choose Save to Pending, the Service Order page opens with your item
added to the overall order. From the Service Order page, you can either
process your order or cancel it.

7. Choose either Process or cancel from the drop-down list located at the
bottom of the page, and then click the Go! button. When the item is sent
to GeoTrust for processing, it will be updated to an event and assigned a
Supplier Order ID.

8. To view the details of your order, click the number in the Order Item ID
column. The Order Item Details page opens.
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Once you have submitted your order, if enabled, a confirmation email is sent

to the Admin Contact for your customer (to customize this message, see 5.
Configuring email message templates). This email will also advise that an

1

additional email message will be sent to the specified Approver Email address

for approval.

Figure 3: GeoTrust confirmation message to Admin Contact

Supplier OrderlID: 1234

Thank you for your QuickSSL order. An email will be sent to <designated
approver> with instructions on how to approve your certificate request for
sampledomainl.com.

Sincerely,

Rapid Response Unit @ GeoTrust

For support issues please contact GeoTrust at:
e-mail: support@geotrust.com
Telephone: 866-GeoTrust (436-8787) Toll Free (United States)
Telephone: +1-678-942-0400 (International)
Fax: +1-770-360-9571
Hours of Operation: M-F, 8:30am-5:30pm EST

B L R = S = =

X % % % %

Figure 4: GeoTrust approval message sent to designated approver

Dear Domain Administrator,

The person identified below has requested a QuickSSL certificate for:
https://sampledomainl.com

Applicant information:
Name: John Smith
E-mail: jsmith@sampledomainl.com
Phone: +1.4167894561

John Smith requests that you come to the URL below to review and approve
this certificate request:
https://custdev.geotrust.com/ssl/quickssl.do?pin=A600973671
IT you have any questions, please contact the person identified above, or
geotrust support at
http://www.geotrust.com/customer_support.
Sincerely,

Rapid Response Unit @ GeoTrust

* For support issues please contact GeoTrust at:

* e-mail: support@geotrust.com

* Telephone: 866-GeoTrust (436-8787) Toll Free (United States)
* Telephone: +1-678-942-0400 (International)

* Fax: +1-770-360-9571

* Hours of Operation: M-F, 8:30am-5:30pm EST

AEEAEXEAEAALAEAAXAEAAKAALAAXAA AKX A AKX AXAEAAXAAAXAAXAAAXAAAXAAXAAAXAAXAAAXAAXAAAXAAAAALAXAAAAAXXX

ok % X % o o
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Once the designated Approver has approved the order, GeoTrust will then
issue the QuickSSL certificate along with a link to their installation
instructions page. If it is a QuickSSL Premium order, the message will also
include a link to the seal installation instructions. This takes approximately
10 minutes from the time that the order request was received by GeoTrust,
depending on when the approver approved the message. As part of that
email message, there will be a link to a 'Subscriber Agreement’. Once the
certificate is installed, your customer will automatically be bound to the
terms of this agreement.

The ResellOne.net Provisioning System (RPS) will also send you an email
notifying you that the certificate has been issued if you have this setting
enabled in your profile.

Figure 5: GeoTrust completed order email, includes CSR

Congratulations! Your GeoTrust QuickSSL Web server certificate is pasted
below at the end of this message.

Certificate installation instructions for many popular web browsers are
located at:
http://www.geotrust.com/quickssl/install/index.htm

IT you have any questions related to the installation and delivery of
this certificate please email us at support@geotrust.com.

Sincerely,

Rapid Response Unit @ GeoTrust

* For support issues please contact GeoTrust at: *
* e-mail: support@geotrust.com *
* Telephone: 866-GeoTrust (436-8787) Toll Free (United States) *
* Telephone: +1-678-942-0400 (International) *
* Fax: +1-770-360-9571 *
* *

Hours of Operation: M-F, 8:30am-5:30pm EST

B s

VQQLEXRDAXNOb21 IciBEZXZ1bGOwbWVudDECcMBOGALUEAXMTR2VVVHJI1c3QgVGVz
VQQGEwWJDQTEFMBOGALUEChMWamFja2 I IcGMudGVzdGluZzMyMS5j YTFYMFYGALUE
CxNPQnVzaW51c3MgUmVnaXNOcmFOaWQuO i BodHRwczovL2J1dGEuc2Vydml jZXMu
dCBDTVMgMTAeFwOwMzA3MTQXNTEONDdaFwOwMzA3MjEXNTEONDdaM IH+MQswCQYD
Y2hvaWN1cG9pbnQubmv0OL2d1dC5qc3A/Mjg50TgwN j g3MDEWMC4GALUECXMNU2V I
1Hd3dy5nZW90cnVzdC5jb20veXVpY2tzc2wvY3Bz 1 Ch jKTAZMSEWHWYDVQQLEXhE
b21haW4gQ29udHJIvbCBWYWxpZGFOZWQxHzAdBgNVBAMTFmphY2tpZXBjLnRICc3Rp
bmczMjEuY2EwXDANBgkghk i GOWOBAQEFAANLADB I AKEAumo IPOWREZOZWLOMyXEm
mT3400zBm1+6eNxWFNzPjqd5mH4dRsKHzPONgMsORKT4 IWdZAZwWLOVr6SaC6BCi4
HQYDVROOBBYEFAvVKhIKt2af+6L 18NgKTbtpSrAWQMHSGALUdHWROMH IwOaA3o0DWk
MzAXMREwDwYDVQQKEwhHZW9UcnVzdDEcMBOGALUEAXMTR2VVVHJI1c3QgVGVzdCBD
TVMgMTAL1oDOgMYYvaHROcDovL2Ntc3Byb3h5ZGV2Lmd Ib3RydXNOLmNvbS9 jcmxz
KoZ 1hveNAQECBQADgQEBAFLIhOQuULQtwHPNDIUP10v081701UyVDNIAHBchBx10n9
4PprHKEBaaQzbo5GQGODXk8cmY3SWyNOUARB i gXOcaGYp2mrQZQi4W3mpw2nXRWc
Gv6+sVw8elIWKUPYLZ1AWVOL113v8eKEBXWJESv2c/FTuzEnhtHCKp3FFGQZFONN
XmOGwZS23ttRB/FNh2m/QnclHb/2kXegTaKOLtTCaRekpklq4p017030SVkzRCoZ
DwigHVrER3m3q0yQpvIiorWJaeNHL7C4PKOQpx1BEKzo=

————— END CERTIFICATE-----
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Figure 6: Digital Certificates Order Form, QuickSSL

New Digital Certificate Order Form
Product Information
Service: QuickSSL
Domain: example.com
Approver Emall. [ 2dmin@example com (GENERIC) =]
Period [2veers =] Check Price

Server Count: I‘J 'I Number af servers thic cretificate will be installed on.

Admin. Contact: | Flzose Select Contact =]-or-
Furst Name: |Sue
Last Hame. [Pocuson
Street Address: W
Ciy. [SonDisco
State/Province: |CA

ZipPostal Code. [33458

Country: | United States =
Phone: 13124441111 (eg 414165551122 254
Billing Contact: [ Seme as Admin Contect =] -or-

First Mame: I—
LastWawe [
Street Address: I—
e [
StateProvince: [
ZiplPostal Code. [
Country: | United States |
Phone: I— (eg 414165551122 254
Eeal [
Tech. Contact: [ Same a5 Admin Contact =]-or-
First Mame: I—
Last Mame: I—
Street Address [
cy [
State/Province: I—
Zip/Postal Code: I—
Courtry | Unitad States =
Phome: [ (g +lA6SURADY
Email [

Cartificate Signing Request Information
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CSR wfo not avalable
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o mzatest
TR L Mool ASH L RTEOND a8 THY MG s =0 QYD
A R R sl A E AT s
CSR Generaion instractions
Web Server: | 'Apache + Ogen33L' =l
Special Instructions:

Save to Panding | Submit Order For Frocessi
By submitting thee ordar, you are agresing Lo the Gaotn:st Subscribar A presment
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4.5 Digital Certificates Order Form Elements

This is a breakdown of the second page of the New Digital Certificate Order
Form, which you must complete in order to purchase a digital certificate. All
fields are mandatory, except the Special Instructions field.

Item ‘ Description

Product Information

Service Displays the name of the digital certificate that you selected
(RapidSSL, QuickSSL, QuickSSL Premium)

Domain For QuickSSL orders only. Displays the name of the domain
with which you are associating the order. This is the domain
specified on the first page of the order form.

Approver Email From the drop-down list, you must select an email address
of the individual that can approve the QuickSSL order.
GeoTrust will send the approver email to the address that
you chose. This email is domain authenticated for the
domain specified above. The first two email addresses are
taken directly from the whois record. They are:

= The Registered Domain Admin contact

= The Registered Tech contact

The remaining addresses are generic and are generated
automatically. They are:

=  admin@<domain>

= administrator@<domain>

= hostmaster@<domain>root@<domain>

=  ssladmin@<domain>

=  sysadmin@<domain>

=  webmaster@<domain>

=  support@geotrust.com

Note: If an email is sent to the support@geotrust.com
address, the digital certificate process will be a lot slower.

The email message that is sent to the admin contact when a
Quick SSL order is processed includes the approver email
address. This alerts the admin contact as to where the order
approval request was sent.

Period From the drop-down list, choose the number of years for
which you want to purchase the certificate. You can choose
1, 2, or 3 years.

Note: Purchasing digital certificates in multi-year terms can
reduce the cost per year. Please review the information in
the ResellOne.net Reseller Resource Center for details.

Server Count This feature authorizes you use the same certificate on
multiple servers. You will be charged the cost of one
certificate for each server. For example, if you choose 10
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from the Server Count drop-down list, you will be charged
for 10 certificates.

Admin Contact If you have already created a contact, it will appear in the
drop-down list beside Admin Contact. To select an existing
contact, choose that contact from the drop-down list, and all
information will populate into the contact fields.

If it is a new contact, you must fill in the information for
each of the fields listed.

Billing Contact If you have already created a contact, it will appear in the
drop-down list beside Billing Contact. To select an existing
contact, choose that contact from the drop-down list. All
information is populated into the contact fields.

To populate this contact information with the same
information as the Admin Contact, choose Same as Admin
Contact from the drop-down list.

If it is a new contact, you must fill in the information for
each of the fields listed.

Tech Contact If you have already created a contact, it will appear in the
drop-down list beside Tech Contact. If you want to select
an existing contact, click the contact of your choice from the
list and all information will populate into the contact fields.

To populate this contact information with the same
information as the Admin or Billing Contact, choose Same
as Admin Contact or Same as Billing Contact from the
drop-down list.

If it is a new contact, you must fill in the information for
each of the fields listed.

Certificate Signing Request Information

CSR In the allocated space, provide the CSR for the Web server
that will be using the digital certificate. GeoTrust will use
this information to generate the digital certificate. For
instructions on how to create a CSR, click the CSR
Generation instructions link.

Note: You do not need to fill out the CSR or Web Server
information if you want to save your order to pending.

Web Server From the drop-down list, select the type of Web server that
will be using the digital certificate. Along with the CSR,
GeoTrust will use this information to generate the digital
certificate.

Special Instructions |Enter any special instructions that you want GeoTrust to be
aware of for this order.
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Note: If one of the contacts you’'ve added is missing, it usually means that
information is missing for that contact type. For example, if a contact does
not have an organization name, that contact will not be available in the
Organization Contact list.
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4 Parsing CSRs

In order to minimize orders that get declined as a result of incorrect CSRs,
this tool allows you to parse the CSR while the order is either pending or
processing. You can then see the information contained in the CSR, and
receive specific errors related to it.

Upon processing an order or placing an order into pending, ResellOne.net

parses the CSR.

Please note that a Parse CSR APl command is also available.

1.
2.

Click the Digital Certificates tab.

In the Tools section under Services Sold, click the Parse Certificate Signing
Request (CSR) link. The Parse Certificate Signing Request (CSR) page opens.
Copy the CSR that you want to use for your digital certificate order in the
space provided.

Click the Parse button. The system parses the CSR and returns the
following details:

Domain — The name of the domain for which the digital certificate is
being purchased.

Organization — The name of the organization associated with digital
certificate purchase.

Organization Unit — If applicable, the name of the specific
department/unit within the organization that is associated with the
certificate purchase.

Locality — The city, town, region, etc. where the organization is located.
Country — The name of the country where the organization resides.
State — The state or province where the organization resides.

Unsupported Extensions — This displays any extensions that may be
included in the CSR that GeoTrust does not support. If there are such
extensions, the CSR will be declined.

Valid QuickSSL — This indicates whether the CSR is valid for a QuickSSL
digital certificate.
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5 Resending the Approver Email

GeoTrust requires that the domain’s Admin or Technical contact approve

every order for a Digital Certificate. GeoTrust sends an “Approver email” to
the Admin or Technical contact, which that contact must approve and return

to GeoTrust. Once GeoTrust receives the approval, the order will be

processed.

Note: Since approval is required before an order can be processed, you can
only request the Approver email for orders that are in progress.

1.
2.

Click the Digital Certificates tab.

In the Order Item Views section, click the In Progress link. The Search Order
Items page opens.

Use the fields and drop-down lists to identify the order. More information
will generate more precise search results; however, all fields are optional.

Click the Perform Search button. Search results are returned at the bottom
of the page.

In the Order 1tem 1D column, click the order item ID number for the
certificate whose Approver Email you want resent. The details page for

that order item opens.

In the Certificate Product Data section, click the Resend Approver Email

button.
Certificate Product Data
Supplier. GeoTrust
Product Type: QuickSSL
Supplier Order ID: 14701
Approver Email  1est5000@hicows.com Resend Approver Email ||
CSR:| ----- BEGIN CERTIFICATE REQUEST----- Domain: www testS001.com
1 IBwT CCAS o C AQAmeg Ve Cx AJE gIVE AVT AkNEHEAuD g YDUQQ IEwdPhnBhcm] viEAw =i
DgVDVe ] pen Org Tucows Inc
Deml § 1LaNvhTCE . . -
s AHE gl gh i QETAROB 30 dwg Vhg L tecvcymas  OFg Unit: QA Department
SRRt sl bt vy Locality: Toronto
JVE+TH02 Tul vn SHEAE AAa B AAOGCS 463 IbIDQLEEAUAASGE AL SHI Onmed £ TyRIC 5 :
sBdrp amiuPme of JUvel LeYHMT20as 40/ iVoanS £ JABURTECT ov I lante s ITGES State: Ontario
©AeyuTYVTDRUTSChq=b 3N 30002361 SELQOMMZ 0 €Dy Te A= 20paWL T Clountry: CA
WiObpk 39/ qle/ 2399021 5 TDc0144444444444444444444444444444444444
44d444444444444444444444444444444d44d44d44d44d444444444444444444  Unsupported Extensions: Mo
4444444442444444444444444 2 >
----- IND CELRTITICATE REQUEST----- Valid TrueBiz: Yes
Valid QuickSSL: Yes
Web Server: Apache + OpenSSL
Special Instructions: Mone
Creation Date:  30-MAR-2004 13:44:25
Processing Date: 30-MAR-2004 13:44:28
Events: 30-MAR-2004 13:4428 Certificate request has been sent to supplier

30-MAR-2004 13:4433  Certificate request has been accepted by supplier

Fulfillment Date: N/A

The page reloads, indicating that the Approver email has been resent.
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6 Resending a Digital Certificate

Once a Digital Certificate has been issued, you can request that it be resent.

1.
2.

Click the Digital Certificates tab.

In the Order Item Views section, click the Completed link. The Search Order

Items page opens.

Use the fields and drop-down lists to identify the order. More information
will generate more precise search results; however, all fields are optional.

Click the Perform Search button. Search results are returned at the bottom

of the page.

In the Order 1tem 1D column, click the order item ID for the certificate that

you want resent. The details page for that order item opens.
In the Certificate Product Data section, click the Resend Certificate button.

Certificate Product Data
Service SoldID: 13728

Supplier: GeoTrust
Product Type: QuickSSL
Supplier Order ID: 14671
Approver Emal: jfr@icows com

o " BECIN CERTITICATE REQUEST----- 11 1B T CCAVECARAS a0x Ca ATE SRV .
e b ’ s Domain:
BuTbnRl cm$1 ACBE M Organization:
PrakPs ITE0 SHEACIAE S ADE SVE ArTCLN] VIRph2 40y &l A5 SHVE NIT Tnphy2 anizati s
©pIXBILAR] cIBphm Org tion Unit:
<SMAEUYIER ITALB Ik gk 4 GPw0BCOEVERpmenT s2X JALNIAb 2 asLava TR atn0ccs  Locality:
63 IbIDOTERGTARD
SHIEGCOQCEa LY/ TEERRS ] T0R JeBaPe iR X TR A0 TVUI  Op Inven ome it/ 0 State:
ZoysRERP iVZIXEnA c
Fivp JoL o ERL gMASHE g 2 bmdlsGTEed ountry:
A1 cnlwIATTKoE Thy .
..... sqermanersravasEamuzsx  Unsupported Extensions:
EsHODVmoQbabptwe : P
y Ga9 S 4VEL M haml St bW me 363 Mun LA vahd TmeBﬂ—
"""" M e Valid QuickSSL:

FICATE REQUEST==-=-=

Web Server. Apache + OpenSSL
Special Instructions: None
Creation Date:  29-MAR-2004 10:28:24
Processing Date: 29-MAR-2004 10:28:25
Events: Z9-MAR-2004 102825 Centificate request has been sent to supplier

Z9-MAR-2004 10:2835 Cerlificate request has been ascepted by supplier
20-MAR-2004 110004 Approver confirmed the request at the supplier on: Mon Mar 29 10:41:37 EST 2004
H.MAR-2004 110005 Centificate issued by supplier on: Mon Mar 29 10:42:01 EST 2004

Fulfilment Date:  29-MAR-2004 11:00.04

[ Resendceriicate ||

c.testing321.ca
Widats
Section C.
Toronto
Cntano

CA

He

Yes

Yes

The page reloads, indicating that the Fulfillment email (i.e. the certificate)

has been resent.
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7 Reissuing a Digital Certificate

Reissuing a Digital Certificate is the process whereby a new certificate is
issued to replace an existing certificate. Reasons for a reissue include:
= Upgrading or changing server software or operating platform
= Changing hosting company or ISP
Existing private key has been lost, destroyed, or RWI 2se inadvertently
overwritten

In August 2004, GeoTrust replaced their seven-day reissue policy with a new
policy that includes free reissues for all valid GeoTrust SSL certificates. This
includes all digital certificates ordered and managed through ResellOne.net
Provisioning System.

Note: Certificates can only be reissued if the domain name for which it was
issued has not changed. Reissued certificates are valid for the duration
remaining on the originally purchased certificate.

8.1 Requesting a Digital Certificate Reissue

When requesting a reissue, the same contacts and domain name associated

with the original certificate must be used for the new certificate.

To get a reissue on a QuickSSL certificate:

Please visit https://products.geotrust.com/geocenter/reissuance/reissue.do

You will be asked for three pieces of information:

1. Your Server DNS Name — the domain for which the cert was issued

2. Email Address — any email address on the original order

3. Digital image — for security measures, you will be asked to enter in the
four-digit number displayed on screen.

Once the information is submitted, a confirmation request will be sent to the
tech contact on the certificate order.
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8 Settings

From the settings tab, you can configure email message templates that are
sent both to yourself and to the end-user regarding various items during the
order and renewal processes. In addition, you can manage all of your
contacts from here.

9.1 Configuring email message templates
1. Click the settings tab.

2. Click configure E-mail Message Templates. A page listing all of the message
templates opens.

Users Orders Services Sold Email Digital Certificates DINS Settings Logout
Description Enable
General Order Processing Messaging
Eeseller notification of order faiure due to insufficient finds 7 Edit Prewiew
Reseller notification of general order failure I Edit Prewiew
General End User Messaging
User name and Password Message sent to Primary Contact [3] Preview
General Renewal Messaging
Reseller Daily Upcoming Renewal Reminder I Edit Prewiew
Digital Certificate Order Processing
IMessage to Reseller when QuickSSL approver rejects the order v Edit Presiew
Message to Eeseller when Geotrust revokes the certificate I Edit Prewiew
Message to Reseller when Geotrust cancels the order T2 Edit Prewew
Message to Eeseller when Geotrust completes the order T2 Edit Prewew
Iessage to Admin Contact when Quick 331 certificate order is processed [Z] Edit Preswiew
Iessage to Admin Contact when True Biz ID certificate order 15 processed [Z] Edit Preswiew
Digital Certificate Renewal Messaging
Eenewal reminder email 60 days before espiry date r Edit Prewew
Eenewal reminder email 30 days before expiry date r Edit Prewew
Eenewal reminder ernail 10 days before espiry date r Edit Premew
Eenewal reminder email at expiry date v Edit Prewew
Eenewal reminder email 10 days after expiry date v Edit Prewew
Monthly Billing Messaging
Upcoming Monthly Charges Motification to Customer = Edit Prewew
IMessage to Reseller when Monthly Payment Fails [Z] Edit Preview
DMNS Messaging
Message to End User when DS order has been processed. 7 Edit Preview
Message to Beseller when DIS order has been processed. v Edit Prewiew
Submit |
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Five sections on this page pertain to Digital Certificates:

General Order Processing Messaging contains message templates for
things that happen during the order process and are applicable to any
product.

General End User Messaging contains message templates for general
messages that are sent to the end-user and are applicable to any product.
They are not specific to Digital Certificates.

General Renewal Messaging contains message templates for renewals
in general, not product specific renewals.

Digital Certificate Order Processing contains message templates for
things that happen during the order process itself.

Digital Certificate Renewal Messaging contains message templates
that are reminder notices sent to Registrants for upcoming renewals.

The following message is enabled and cannot be disabled or edited:
= User name and Password Message sent to Primary Contact

The following messages are enabled and cannot be disabled; however

they can be edited:

= Message to Admin Contact when QuickSSL certificate order is processed
3. To activate a message, click the Enable checkbox beside that message

description.

4. To preview a message, click Preview beside the message description.
Click the Back button when done.

5. To make changes to a message template, click Edit beside the message
description. In the Edit page, make any changes.

Depending on the message you select for editing, certain fields are
available for you to change. These fields appear in edit mode. Each field
that is available for editing contains suggested placeholders and/or text
that you can change if necessary. The contacts that you create are useful
when editing the To, cc, and Bcc fields. See 5.2 Managing Reseller
Contacts for information on how to create/edit contacts.

Note: All placeholders available for editing are listed on the right side of
the page. To view the description of a placeholder, click the placeholder
link; a dialog box listing the Place Holder Name, Sample Value, and
Description opens.

6. Once you have made your changes, click the save button. The Preview
page opens. If you don’t want to save your changes, click cancel to
cancel them. Or, if you want to return to the default values, click Reset.

7. From the Preview page, you can choose to either keep your changes by
clicking confirm or make further changes if you are unsatisfied by clicking
Back.
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9.2 Updating contact information

Once created, email addresses for contacts can be used to customize
message templates. The following steps describe how to edit existing
contacts or create new ones.

1. Click the settings tab.
2. Click Manage Reseller Contacts. The Contacts page opens.

3. From the contacts page, edit the existing Billing, Technical, Certificate,
Renewal, Or Bounce contacts, or create a new contact.

To edit one of the existing contacts: click Edit. The View Contact Details
page opens. Make changes to any one of the contact fields presented and
click save to accept your changes or Reset to restore the original
information.

To create a new contact: click New. The Create Contact page opens.
From here, fill in all of the contact information requested and click the
Create Contact button.

4. Click the save Changes button when done.

9.3 Managing renewal preferences

The following steps describe how to enable or disable a renewal daily report.
When enabled, the report is sent to you even if you don’t have any upcoming
renewals.

1. Click the settings tab.
2. Click Manage Renewal Preferences. The Daily Reports page opens.

3. By default, the report is enabled. If you do not want the report to be sent
to you, click the Enable checkbox to clear the checkmark.

4. Click the submit button.

ResellOne.net — Digital Certificates User Guide 29 /50



9 Viewing and Searching Digital
Certificate Order Information

When searching for digital certificate order information, you can search for
Order Items or Services Sold.

Orders vs. Order ltems

An Order is similar to a 'shopping cart’ in that in contains individual products,
or Order Items. In order to purchase digital certificates, you must first
create an Order, and then add Order Items to that Order. You can add up to
20 items to one Order. Once all the items have been added, you can then
submit the Order and send all Order Items in that Order to process all at
once.

Order

QuickSsL 1 Year Order

Items
QuickSSL Premium 2 Years

Order Items vs. Services Sold

Once an Order Item has been processed and fulfilled, it becomes a Service
Sold. A Service Sold can still be found using an Order Items search, but only
those Order Items that have been processed can be found under Services
Sold.
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10.1Searching for Digital Certificate Order Items
Order Items are any digital certificates that you have ordered regardless of
the state of the order.

1. Click the Digital Certificates tab.

2. From the Search section under Orders, click the Search Certificate Order
Items link. The Search Order Items page opens.

Users Orders Services Sold Email Digital Certificates DNS Settings Logout

Search Order Items

Service Category: Digital Certificate Note: To search more than one Service Category click here

Username: |

Order Item Type: | All >

Order ID: |

Order Irem ID: |

Status: | All v

| E g “domain.com, @ domain.comname(@domaincom.

Description: Examples may not apply to all services.

Contact First MName: I

Contact Last Name: |

Contact Orgamzation: I

Contact Email |

Contact Phone: |

[T Creation Date:
™ Processing Date:
™ Fulfiliment Date:

From:|Jan x| [1 =||2000 =] To: san =] |1 =]|2020 =]
From: |Jan x| [1 x| |2000 x| To:[Jan >|[1 x]|2020 =]
From: |Jan =||1 =||2000 | To:|Jan =|[1 =] |2020 =]

Supplier Order Id: |
Service: |All ~|
Dornain Name: | if CSR parsed

| Perform Search I

3. Use the fields and drop-down lists to refine your search. More information
will generate more precise search results; however, all fields are optional.

4. Click the Perform Search button. Search results are returned at the bottom
of the page.

To sort your search results: click either the Service Category, Username,
Order 1D, Order Item ID, Service, Description, Status, Type, Or Creation Date
column headings.
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To view Order details: click the number in the Order ID column. Details are
listed at the bottom of the page. See Table 2: Order Details page for more
information.

To view Order Item details: click the number in the Order Item ID column.
Details are listed at the bottom of the page. See Table 3: Order Item Details
page for more information.

Note: If the order is in progress, canceled, refunded or completed, you
cannot edit any information on this page. If the order is in any one of these
states, a log of events is displayed.
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10.2Searching for Order Items according to status

There are several options for viewing digital certificate Order Items with
corresponding actions that can be taken from each view. Choose from one of
the following views:

= Pending = Refunded
= In Progress = Declined
= Completed = Canceled

1. Click the Digital Certificates tab. In the Order Item Views section, click an
order status option, e.g. Pending. The Search Order Items page opens.

Users Orders Services Sold Email Digital Certificates DINS Settings Logout

Search Order Items

Service Category. Digital Certificate Mote: To search more than one Service Category click here
Username: |
Order Item Type: |All =
Order ID: |
Order Ttem ID: |
Status: IWI
B e I E.g *domain com, "B domain com name(@domain.com.

Examples may not apply to all services.

Contact First Mame: |

Contact Last IName: |

Contact Orgarization: |

Contact Email: |

Contact Phone: |
I~ Creation Date: From: |Jan >| |1 =] [2000 | To: [Jan ~=|[1 =] |2020 ~]
I~ Processing Date: From: |Jan x| |1 =] |2000 x| To: [Jan |1 =||2020 x|
™ Fulfilmert Date: From: |Jan >|[1 =] [2000 =] To: [Jan =|[1 =] |2020 =]

Supplier Order Id: |
Service: |All |
Domain Name: | if CSR parsed

| Perform Search I

2. Use the fields and drop-down lists to refine your search. More information
will generate more precise search results; however, all fields are optional.

3. Click the Perform Search button. Search results are returned at the
bottom of the page.

To sort your view results: click the Service Category, Username, Order ID,
Order Item ID, Service, Description, Status, Type, Or Creation Date headings.
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To view Order details: click the number in the order ID column. Details are
listed at the bottom of the page. See also Table 2: Order Details page.

To view Order Item details: click the number in the order Item 1D column.
Details are listed at the bottom of the page. See Table 3: Order Item Details
page for more information.

Note: The information displayed is virtually the same for all views, with
some differences according to the view that you selected.

To create a new order from a Declined order: from the Declined Orders
view, click the ID number in the oOrder Item ID column. From the Order Item
ID # page, click the create button beside new order for this cert request, located
at the bottom of the page.

10.3 Searching Digital Certificate Services Sold
Choose this search option to view completed certificate purchases.

1. Click the Digital Certificates tab.

2. In the Search section below Services Sold, click the Search Certificate
Services Sold link. The Search Services Sold page opens.

3. Use the fields and drop-down lists to refine your search. More information
will generate more precise search results; however, all fields are optional.

4. Click the search Services Sold button. Search results are returned at the
bottom of the page.

To sort your search results: click the service Category, Username, Service
Sold ID, Service, Description, Status, Or Expiry Date column headings.

To view Service Sold details: click the number in the Service Sold ID
column. Details are listed at the bottom of the page.

10.4 Searching for all Orders, Order Items, or
Services Sold

You can search for Orders, Order Items, or Services Sold for other services

(e.g. Email, DNS Management) in addition to Digital Certificates.

To Search for all Orders: click the orders tab, then click Search Orders link.
Use the form to refine and run your search.

To Search for all Order Items: click the oOrders tab, then click search Order
Items link. Use the form to refine and run your search.

To Search for all Services Sold: click the Services Sold tab, then click
Search Services Sold link. Use the form to refine and run your search.
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10.5 Order Details Page

Once you've searched for Order Items, you can use the search results to
access the details for a particular order.

To view Order details: search for order items; see 6.1 Searching for Digital
Certificate Order Items, or 6.2 Searching for Order Items according to their
status. From the Search Result section in the Search Order Items page, click an
ID number in the oOrder ID column. The Service Order page opens.

The Service Order page is divided into two areas: Service Order and Order
Items, and is described in the following table.

Item Description

Service Order

Order ID This is the unique number that the system has assigned
to the Order itself.

Note: Remember that an Order is similar to a
shopping cart. Once created, you can then add Order
Items to it.

User Displays the user profile name that you either
selected or created to place your Digital certificate
order. You can click the name to open the user
Record page. From this page you can view:

= Details about the user

= Contacts associated with the user (click View
Contacts)

= Orders for the specified user (click View Orders)

Order Status Displays the status of the Digital Certificate, which
can be Pending, In Progress, Completed, Refunded,
Declined, Or Canceled.

Order Price Displays the total price of the Order, which
includes the sum of all the Order Items.

Creation Date The date and time that the Order was created.

Last Updated The date and time that the Order was last
updated.

Order Items

Order Item ID This is the unique number assigned to the Order
Item. Click this number to open the Order Item
Details page. See Table 3: Order Item Details
page for more information.
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Item Description

Reference 1D Not applicable for digital certificates.

Service Category In this case, the Service Category is Cert for Digital
Certificates.

Service In this case, the Service is the type of certificate,
e.g. QuickSSL

Status Displays the status of the order, which can be

Pending, In Progress, Completed, Refunded, Revoked,
Declined, Or Canceled.

Type The order item type can be New or Renewal.

Price The price of that particular Order Item.

Creation Date The date and time that the Order was created.

Last Updated The date and time that the Order was last
updated.

Action If the order item is pending, the possible action

will be cancel. For any other Order Item status,
NA is displayed, indicating that no action is
available.

10.6 Order Item Details Page

Once you've searched for order items, you can use the search results to
access the details for a particular order item.

To view Order Item details: search for order items; see 6.1 Searching for
Digital Certificate Order Items, or 6.2 Searching for Order Items According to
Their Status. From the Search Results section in the Search Order Items page,
click an ID number in the Order Item ID column. The Order Item ID page
opens.

Description

Order Item ID #

Order ID This is the unique number that the system has
assigned to the Order to which you added Order
Items. Click the number to open the Service Order
page. See 4.3 Order Details for more information on
this page.

Service Category In this case, the Service Category is Cert for Digital
Certificates.

ResellOne.net — Digital Certificates User Guide 36/ 50



Item

Period

Description

The number of years for which the digital certificate
was purchased.

Server Count

The number of servers for which this certificate
was purchased. One certificate can be used on
up to 10 servers.

Item Status

The status of the completed order, i.e.:
= Pending

= In Progress

= Completed

= Refunded

= Declined

= Canceled

Item Type

The type of Order Item, either Downgrade, New,
Renewal, Or Upgrade.

Item Price

The price of the Order Item.

Creation Date

The date and time that the Order Item was
created.

Last Updated

The date and time that the Order Item was last
updated.

Contacts

Displays the contact information for the owner of the Email account.

Certificate Product Data

Product Type

The type of digital certificate, i.e. QuickSSL

Supplier Order ID

The unique number that GeoTrust assigns to the
Order Item.

Approver Email

The email address of the individual who was
selected to approve the certificate order. This is
only applicable to QuickSSL certificates.

CSR

Displays the Certificate Signing Request
information. If possible, the CSR will be parsed.

Web Server

Displays the type of web server on which that
the digital certificate will be used.

Special Instructions

Displays any instructions that you want to send
to GeoTrust.

Creation Date

Displays the date and time that the order item
was created.
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Item

Processing Date

Description

Displays the date and time that the order item

was sent to GeoTrust for processing.

Events

Displays a log showing each activity in the
processing of the order.

Fulfillment Date

Displays the date and time that the order item
was fulfilled by GeoTrust.
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10 Renewing Digital Certificates

Before renewing a digital certificate, you should determine your messaging
requirements for sending to the certificate owner. The system has several
messages that you can choose from to send email messages to your
customers reminding them that their digital certificates are coming up for
expiry should they want to renew them.

To view and configure messages for your customers: click the Digital
Certificates tab, then click End User Message Customization to open the list of
message-templates. Refer to 5.1 Configuring email message templates for
details.

1. Find the digital certificate that you want to renew.

To find a certificate expiring in the next 60 days:

Click the Digital Certificates tab. In the Renewal Management section, click a
timeframe option below View Certificates, €.g. Expiring in 60 — 31 days.
Certificates expiring during that timeframe are listed.

To find a certificate using multiple search criteria:

a. From the Digital Certificates tab, click Renew a Certificate. The Search
Services Sold page opens.

b. Use the fields and drop-down lists to refine your search. To search for
all active digital certificates available for renewal, leave all fields blank.
Or to refine your search, define several or all the following criteria:

Service Category — From the list, choose Digital Certificate.

Username — Enter the username associated with the digital
certificate.

Service Sold ID — Enter the specific ID that is assigned to the
digital certificate order once it has completed.

Status — Only digital certificates with a status of Active are eligible
for renewal. Digital certificates with a status of Renewed, Reversed,
Expired, Revoked, Or Renewal in progress cannot be renewed.

Description — Enter the common name associated with the digital
certificate purchase.

Contact First Name — Enter the first name of any contact
associated with the digital certificate purchase.

Contact Last Name — Enter the last name of any contact
associated with the digital certificate purchase.

Contact Organization — Enter the organization name of any
contact associated with the digital certificate purchase.

Contact Email — Enter the email address of any contact associated
with the digital certificate purchase.
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Contact Phone — Enter the phone number of any contact
associated with the digital certificate purchase.

Expiration Date — Click this box and select a date range to search
digital certificate purchases by the date they expired.

Note: More information will generate more precise search results;
however, all fields are optional.

c. Click the search Services Sold button. The search results are displayed
below the search criteria.

To sort your search results: click the service Category, Username, Service
Sold 1D, Service, Description, Status, Or Expiry Date column headings.

To view service sold details: click the number in the Service Sold ID
column.

To update your renewal settings: in the Renewal Settings column, select
either Normal or Let Expire.

Normal - This setting means that regular renewal messaging applies.

Let Expire - This setting will let the digital certificate expire without renewing
it and no renewal messages will be sent.

2. To renew a digital certificate, click the rRenew link, located in the Action
column, beside the certificate. The Renew Digital Certificate page opens.
Note: Only digital certificates with a status of Active are eligible for
renewal. Once a digital certificate is expired, it can no longer be renewed.

3. Depending on what type of digital certificate you are renewing, you can
renew to the same type or a different one. Choose the digital certificate
type that you want to renew to from the New Certificate drop-down list.
The following table outlines the choices available to you for renewal based
on the type of digital certificate you are renewing.

Digital Certificate Type Renew To

QuickSSL QuickSSL
QuickSSL Premium

QuickSSL Premium QuickSSL Premium
QuickSSL

4. Click continue. The cCertificate Type Confirmation page opens.

5. If you do not want to proceed, click cancel. To proceed, click confirm.
The Renew Digital Certificate Order Form, which contains all the information
from the original order, opens. This information can be edited.

Note: This form is the same as the original order forms for purchasing
QuickSSL products. Refer to 3.3 Purchasing QuickSSL and QuickSSL
Premium, for details on these forms.
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6. All original information is associated with the new order; you can edit the
information if necessary. Once you have completed the form, click submit
Order for Processing. The Service Order page opens.

Note:

* You can increase or decrease the number of servers that will be using this
certificate using the server Count drop-down list on the order form. If you
increase the number of servers, you will be charged for one for certificate
for each additional server.

= If your Web server type is Microsoft I1IS Web Server, the CSR information
from last year cannot be used for the renewal certificate. You will need to
regenerate your CSR and paste it into the renewal order form. Click the
CSR Generation Instructions link in the Digital Certificate order form
for information on how to generate a Renewal CSR for Microsoft 11S.
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11 Exceptions to Real-Time
Processing

Orders for the Digital Certificates service are processed in real-time,
whenever possible. If the provider for a particular service is temporarily
unavailable, the system will monitor and/or resubmit that request until the
order completes. That order item will not be put in pending state.

Order items that have been processed asynchronously (i.e. processed after a
short delay) will be listed in a queue summary so that Resellers can review
processed queued items, and determine if any follow-up actions with their
customer are needed. Once Resellers have resolved any issues for an item,
they can acknowledge the item to remove it from the list of queued items.
Items that have been removed from the queue summary can always be
retrieved using the RWI 2 by querying the queue history.

Note: Asynchronous processing happens very rarely. In most cases, orders
will be processed when submitted.
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12.1 Viewing the list of your queued items

Items that were processed asynchronously are placed in a queue, and listed
on the Queue Summary page in the RWI 2. You can access the queue
summary from either the Services Sold Management page, or the Order
Management page.

The queue summary is intended to help Resellers manage the
asynchronously processed order items that they need to act on. If you have
taken action on an order item, e.g., contacted the customer, you can
acknowledge it, which will remove it from the queue summary.

To view the queue summary:
1. In the RWI 2, click either the Orders tab or the Services Sold tab.

Order Management

Create New Order For MNew Userl Select Service Category j Create |

*

*

Create Order For Zxisting User

= Tlzername: select Service Cateqary | Create
| | | _Create |

o Find Uzer

*

cearch Orders

cearch Order Ttems

*

*

=earch OrderItenm:lSeleu:tSewiu:e Categu:ryj Search |

o View Oueue Summary (129 items currently watting for review)

or

Services Sold Management

search
o Zearch Services Sold

*

+ Fapity Management
o Fapiring m %0-61 days
¢ Quick Search | o Ezpinng m 60-31 days
o Expiring in 30-11 days
2 Expiring in 10-0 days
o Expired but not cancelled

+ YView Tpcoming Payments
+ YView Pavments for Last Biling Cryele

* |‘Jiew Dueue Summary (128 ttems currently watting for rewiew) |
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If you have asynchronously processed order items that you have not

yet acknowledged and if you have not changed the default settings for
the queue summary, the number of items in the queue will be shown

in red text.

Click the view Queue Summary link. The summary page opens, listing

queued items in two groups: Total Order Items Found and Total Services

Sold Found.

Order Ttem ID Service Category

61258 email
61257 email
61251 cert
61233 dns

Search Order Ttem Queue History

Product Item ID  Service Category
49761 dns

49762 dns

49617 email
49616 email
49559 wsb

49558

wsb

Search Services Sold Queue History

Total Order Items Found: 89

Description

olesinternationalne. com

tet-dns-nov22-one com

Pages: 123435

Date Submitted

tet]@tet-email-nov23-four.com 23-Nov-2005 14:11:33
tet3@tet-email-nov23-four. com  23-Mov-2005 14:11:33
23-Mow-2005 12:05:04
22-Mow-2005 152441

Total Services Sold Found: 10

Description
tet-dns-nov-two.com
tet-dns-nov. com
tet]@tet-email-nov17.com
tetSE@tet-emai-nov17.com
tet-wsb-4

tet-wsb-3

Date Submitted
23-Nov-2005 11:00:53
23-Now-2005 11:00:20
22-Nov-2005 14:34:47
22-Nov-2005 14:34:17
21-Nov-2005 14:17:03
21-Mov-2005 14:16:14

Date Processed
23-Nov-2005 14:40:39

23-Nov-2005 14:3042
23-Nov-2005 12:10:34
23-Now-2005 10:30:25

Date Processed
23-Now-2005 11:15:01
23-Nov-2005 11:15:00
22-Mov-2005 14:50:12
22-Nov-2005 14:50:11
21-Noy-2005 14:35.00
21-Now-2005 14:35:00

Action
Process
Process

Process

Process

Action
Suspend
Delete
Suspend
Delete
Delete

Suspend

Result Reviewed
Completed O

Completed O
Completed O
Completed O

Select Completed
Select Dechned

Select All

Result  Reviewed
Completed
Completed
Completed
Completed

| fEfl (= fEl ]

Completed
Completed O

Select Completed
Select Decbned

Select All

To view the details of a particular item: click the ID number for
that item in the Order Item ID column or the Product Item ID column.
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12.2 Acknowledging queued items

Items that were processed asynchronously are placed in a queue, and listed
on the Queue Summary page in the RWI 2. The queue summary is intended to
help Resellers manage the asynchronously processed order items that they
need to act on. If you've taken action on an order item, e.g. contacted the
customer, you can acknowledge it, which will remove it from the queue
summary.

To view the queue summary:

1. In the RWI 2, click either the Orders tab or the Services Sold tab. The
Order Management page or the Services Sold Management page opens.

Order Management

Create New Order For MNew Userl Select Service Category j Create |

*

*

Create Order For Zxisting User

= Tlzername: select Service Cateqary | Create
| | | _Create |

o Find Uzer

*

cearch Orders

cearch Order Ttems

*

*

=earch OrderItenm:lSeleu:tSewiu:e Categu:ryj Search |

o View Oueue Summary (129 items currently watting for review)

or

Services Sold Management

* Zearch

o Search Services Sold * Expiry Management

o Expiring in 90-61 davs

o Quick Search | o Espiring in 60-31 days

o BEapiring in 30-11 davs

o BEapiring i 10-0 days

o Ezxpired but not cancelled

* View Upcommg Payments
* Yiew Fayments for Last Biling Cyele

* |view Dueue Summary (128 ttems cwrrently wating for rewew) |
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If you have asynchronously processed order items that you have not

yet acknowledged and if you have not changed the default settings for

the queue summary, the number of items in the queue will be shown
in red text.

2. Click the view Queue summary link. The summary page opens, listing

queued items in two groups: Total Order Items Found and Total Services

Sold Found.

61258
61257
61251
61233

49761

Order Item ID  Service Category

email
emal
cert

dns

Search Order Item Crueue History

Product Item ID  Service Category

dns
dng
emad
emal
wsb

wsb

Search Services Sold Cueue History

Total Order Items Found: 89

Description

tet] @tet-email-nov23-four.com

tet3@tet-email-nov23-four. com

olesintemanionaline. com

tet-dns-nov22-one.com

Pages: 123435

Date Submitted
23-Nov-2005 14:11:33

23-Nov-2005 14:11:33
23-Mov-2005 12:05:04
22-Neow-2005 152441

Clear

Total Services Seold Found: 10

Description
tet-dns-nov-two.com
tet-dns-nov. com
tet]@tet-email-nov17.com
tetS@tet-email-nov17.com
tet-wsb-4

tet-wsb-3

Date Submitted
23-Mov-2005 11:00:53
23-Nov-2005 11:00:20
22-Nov-2005 14:3447
22-Nov-2005 14:34:17
21-Mov-2005 14:17:03
21-Nov-2005 14:16:14

Clear

Date Processed
23-Nov-2005 14:40:39

23-Mov-2005 14:30:42
23-Mow-2005 12:10:34
23-Nov-2005 10:30:25

Date Processed
23-Nov-2005 11:15:01
23-Nov-2005 11:15:00
22-Nov-2005 14:50:12
22-Nov-2005 14:50:11
21-Nov-2005 14:35:00
21-Neow-2005 14:35.00

Action
Process
Process

Process

Process

Action
Suspend
Delete
Suspend
Delete
Delete

Suspend

Result
Completed O

Reviewed

Completed O

Completed (|
Completed O
Select Completed
Select Declined
Select Al
Result Reviewed
Completed O
Completed O
Completed O
Completed O
Completed O

Completed a

Select Completed
Select Declined

Select All

3. Look in the Description column to locate the item that you want to
acknowledge, then click the checkbox for that item in the Reviewed
column. Repeat to acknowledge multiple items.

4. Click the submit button(s) when done. The page reloads, and the
acknowledged items are removed from the list.
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12.3 Finding previously acknowledged items

1. In the RWI 2, click either the Orders tab or the Services Sold tab. The
Order Management page or the Services Sold Management page opens.

If you have asynchronously processed order items that you have not
yet acknowledged and if you have not changed the default settings for
the queue summary, the number of items in the queue will be shown
in red text.

2. Click the View Queue Summary link. The summary page opens, listing

queued items in two groups: Total Order Items Found and Total Services
Sold Found.

3. Click the search Order Item Queue History or the Search Services Sold
Queue History link. The Search Order Items Queue History page or the
Search Services Sold Queue History page opens.

4. Use the fields and drop-down lists to refine your search. All fields are
optional, but more information will return more precise results.

5. Click the search Queue History button. The page reloads, and lists any
reviewed (acknowledged) items.
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12.4 Changing your queue summary preferences

The Queue Summary Preferences page allows you to specify whether completed
or declined items, for both order items and services sold, will be listed in the

gueue summary. By default, all asynchronously processed items are listed in

the queue summary.

If you opt-out of a display setting, items of that type will be automatically
acknowledged.

These settings also determine whether to display the alert that appears on
the Order Management and Services Sold Management pages. For example, if
you set both options for services sold to No, the alert will not be shown in the
Services Sold Management page.

To change your queue preferences:
1. Click the settings tab.

2. Click the Manage Queue Summary Preferences link, located below Queue
Preferences. The Queue Summary Preferences page opens.

Queue Summary Preferences

Display Completed Order Ttems T Yes ™ Mo MNote: Changes made to these settings will anly apply to orders quened after
Display Declined Order Items: ® Yes © Mo 01 Sawe JOur Canges.
; ; . < Any items that have already appeared in the Queus Surmmary will
D Completed & Sold Items: © =
isplay Comp e 0T T b e remain there until you mark them as Rewiewed.
Display Declined Serwce Sold: ® Yes © Mo
Save Changes

3. Use the radio buttons to determine which queued items will be listed in
your queue summary.

4. Click the save Changes button.
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12 Digital Certificate Agreements and
Policies

When purchasing digital certificates, there are Subscriber Agreements that
you are required to post on your site. There are two different agreements,
one for QuickSSL and one for Rapid SSL. You can access these agreements
in three different ways:

» Click the link that is supplied in the confirmation email from GeoTrust.

= Visit the ResellOne.net Security Products page in the Reseller Resource
Center at
https://rrc.ResellOne.net.com/wholesale_services/SecurityAndldentity/index__
html
You'll need to log-in to the Reseller Resource Center in order to access
this page.

= In the RWI 2, on the Digital Certificates tab, click the links in the Additional
Information section.

To view the GeoTrust Refund Policy and Certificate Installation
Instructions: click the corresponding links in the Additional Information
section on the Digital Certificates tab in the RWI 2.
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13 Changing the Default Order
Processing Setting

You can set a default in the RWI 2 for how orders are processed: either

processed immediately, or saved to pending. This setting impacts orders
provisioned using APl commands and orders through the Reseller Client
Library (RCL).

When provisioning using the RCL and the TPP API, the default order
processing setting, as set in the RWI 2, is used. If you did not update your
order processing setting in the RWI 2, orders will be processed immediately
by default.

Note: This Setting impacts orders for all services (i.e. DNS, Digital
Certificates, Email, Email Defense, Website Builder).

To change the order processing setting:

1. Click the Settings tab.

2. In the Order Preferences area, click the Manage Order Preferences link. The
Order Preferences page opens.
Users Orders Services Sold Email Email Defense Digital Certificates NS Webhsite Builder Settings Logout

Order Preferences
Process Orders Immediately, © Yes © No

Smchanges
3. Select either Yes or No to determine if orders will be processed immediately.
4. Click the save Changes button.
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